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CUMMINGS 
PEPPERDINE ON 
THE REGULATION 
OF CRYPTOASSET 
BUSINESS

INTRODUCTION
The Money Laundering, Terrorist Financing and Transfer of 

Funds (Information on the Payer) Regulations 2017 (MLRs 2017) 

are a wide-ranging set of regulations which form part of the 

UK’s AML and counter-terrorist financing (CTF) regime.

Importantly for cryptoasset businesses, the MLRs 2017 apply to 

a wide range of businesses identified as most vulnerable to the 

risk of being used for money laundering and terrorist financing 

and this includes certain types of cryptoasset business.

The FCA supervises a wide range of financial institutions under 

the MLRs 2017. While some are financial institutions carry on 

“regulated activities”, others are do not carry on regulated 

activities but are in scope. This includes businesses which carry 

on the activities of being a cryptoasset exchange provider and/

or a custodian wallet provider. Details of these activities are 

provided below.

THE TEMPORARY REGISTRATION 
REGIME
Since 10 January 2020, businesses operating immediately 

before 10 January 2020 which carrying on cryptoasset activity 

in the UK have needed to be compliant with the MLRs 2017. 

In 2020 the FCA created a Temporary Registration Regime 

(TRR) for cryptoasset firms which had applied for registration 

before 16 December 2020, and whose applications are still 

being assessed, to continue trading. This end date for those 
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firms which fall into the TTR has been extended 

to 31 March 2022. Firms that did not submit 

an application by 15 December 2020 are not 

eligible for the TTR.

However, all new businesses which plan to carry 

on the activities of being a cryptoasset exchange 

provider and/or a custodian wallet provider and 

intend to trade in the UK must be registered with 

the FCA before conducting any business. 

Once a firm has been approved, it will appear on 

the register of cryptoasset exchange providers 

and custodian wallet providers which the FCA 

maintains. In general terms, a firm that falls within 

the scope of the registration requirements but 

does not appear in the register must not carry on 

business as a cryptoasset exchange provider or a 

custodian wallet provider.

CRYPTOASSETS AND 
CRYPTOASSET ACTIVITIES
Generally, the MLRs 2017 apply to businesses 

identified as most vulnerable to the risk of being 

used for money laundering and terrorist financing 

purposes. Businesses within scope are referred 

to in the MLRs 2017 as relevant persons. Relevant 

persons include cryptoasset exchange providers 

and custodian wallet providers which act in the 

course of business carried on in the UK.

 

Before considering what types of business 

are caught, it is necessary to consider what 

cryptoassets are. For the purposes of the MLRs 

2017, cryptoasset means a cryptographically 

secured digital representation of value or 

contractual rights that uses a form of distributed 

ledger technology and can be transferred, 

stored or traded electronically, and includes 

a right to, or interest in, a cryptoasset. It is 

important to note however that HM Treasury 

and FATF have widened their scope of 

cryptoassets caught by the MLRs 2017.

Cryptoasset exchange providers

A cryptoasset exchange provider is a firm or sole 

practitioner who, by way of business, provides 

one or more of the following services, including 

where the firm or sole practitioner does so 

as creator or issuer of any of the cryptoassets 

involved, when providing these services:

 

• Exchanging, or arranging or making 

arrangements with a view to the exchange 

of, cryptoassets for money or money for 

cryptoassets. (In this context, money means 

money in sterling, in any other currency, or in 

any other medium of exchange, but does not 

include a cryptoasset;

• Exchanging, or arranging or making 

arrangements with a view to the exchange of, 

one cryptoasset for another; and

• Operating a machine that uses automated 

processes to exchange cryptoassets for 

money or money for cryptoassets.

Please note that businesses issuing new 

cryptoassets, such as initial coin offerings or 

initial exchange offerings are in scope.

Custodian wallet providers

A custodian wallet provider is a firm or sole 

practitioner who, by way of business, provides 

services to safeguard, or to safeguard and 

administer, either of the following when 

providing these services:

 

• Cryptoassets on behalf of its customers;

• Private cryptographic keys on behalf of 

its customers to hold, store and transfer 

cryptoassets.

MAKING AN APPLICATION 
FOR FCA REGISTRATION
Applicants for registration need to complete 

the FCA’s online registration form and submit it 

fully completed on the Connect system, with an 

extensive amount of supporting document and 

pay a registration fee. This fee became £10,000 

on 24 January 2022, under the FCA’s annual 

review.

The supporting documentation is critical. If 

the FCA takes the view that an applicant does 

not have the systems and controls needed to 

comply with the MLRs 2017 on an ongoing basis 

it will refuse to register an applicant. 
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The registration form asks for information 

about the applicant, its business and all of the 

key individuals in the business. All information 

requested must be provided. The FCA will 

consider an application incomplete until the 

applicant answers fully all the questions in 

the application forms, discloses all relevant 

information which the FCA requires and 

provides any documentation requested as part 

of the registration assessment. 

It is critical that applicants fully disclose any 

information the FCA asks for, as well as notifying 

the FCA of details of any material changes 

or corrections to the information provided, 

within 30 days of the change or discovering 

the inaccuracy, or within a later time if agreed 

with the FCA. Failing to disclose information 

that could impact on the FCA’s assessment 

is taken very seriously, especially when there 

is an apparent attempt to mislead. This could 

affect the success of an application. If in doubt, 

disclose rather than withhold information.

 

The FCA has advised that applications that are 

incomplete, of poor quality, or do not contain 

all requested information or provide any further 

information when requested where the applicant 

has failed to disclose all, may be refused.

Once the FCA has all the information it needs 

and decides that the application is complete 

and meets the conditions for registration it has 

up to three months within which to assess the 

application. 

A list of some of the information we will need to 

provide to the FCA is set out below;

 

• A programme of operations, setting out the 

specific cryptoasset activities for the business;

• A business plan which sets out the business 

objectives, customers, employees, 

governance, plans and projections. This 

must provide enough detail to show that the 

proposal has been carefully thought through 

and that the adequacy of financial and non-

financial resources has been considered. It 

should also include details on the volume 

and value of transactions, number and type 

of customers, pricing and the main lines of 

income and expenses;

• A marketing plan, including a description of 

customers and distribution channels;

• Details of the structural organisation. This is 

a description of how the applicant’s business 

is structured and organised, and must 

include a description of relevant outsourcing 

arrangements, if there are any. The FCA may 

ask for a copy of any relevant outsourcing 

agreements;

• Details of all systems and controls.This 

includes details of the key IT systems the 

applicant will use to run the business, 

including details of IT security policies and 

procedures;

• Information on beneficial owners, close links 

and individuals:

• directors and any other persons who are 

or will be responsible for the applicant’s 

management must satisfy the FCA that 

they have a good reputation, and have the 

appropriate knowledge and experience to act 

in this capacity. They must be fit and proper; 

• details of the person appointed to be 

responsible for compliance with the MLRs 

2017 (generally referred to as a “nominated 

officer” or a “money laundering reporting 

officer” (MLRO)) to monitor and manage 

compliance with policies, procedures and 

controls relating to money laundering 

and terrorist financing, and to act as the 

nominated officer under the Proceeds of 

Crime Act 2002. The FCA expects those 

persons appointed to have appropriate 

knowledge, experience and training, as well 

as a level of authority and independence, 

and sufficient access to resources and 

information, to enable them to carry out 

these functions;

• Details of all governance arrangements and 

internal control mechanisms. The applicant 

will need to provide details of governance 

arrangements, the internal control 

mechanisms in place to identify and assess 

money laundering and terrorist financing 

risks, as well as a description of money 

laundering and terrorist financing control 

measures in place;
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• An AML and CTF framework and risk 

assessment. This should highlight the risks 

specific to the applicant’s business model 

activities and provide details on how it 

mitigates those risks. The applicant should also 

include its AML and CTF staff training material;

• A business-wide risk assessment, with 

monitoring and mitigation policy;

• All cryptoassset public keys/wallet addresses. 

This should include all of the cryptoasset 

addresses controlled by the business and 

used in the activity of the business for each 

cryptoasset that the business deals with;

• Details of the customer on-boarding 

agreements and process;

• Details of customer due diligence (CDD) and 

enhanced due diligence (EDD) procedures, 

meeting the minimum standards required in 

the MLRs 2017;

• Transaction monitoring procedures;

• Record-keeping and recording procedures;

• A business continuity plan;

• Outsourcing arrangements policy and service 

license agreements;

• Budget forecasts and financials for the first 

three financial years;

• Money Laundering Reporting Individual forms 

for all directors, executives and officers; and

• Beneficial Owner forms for shareholders.

The business plan is a key document, along 

with supporting policies and procedures. The 

information to be included in the business plan 

includes:

• How you will take appropriate steps to 

identify and assess the risks of money 

laundering and terrorist financing to which 

the business is subject.

• How you will assess the money laundering 

and terrorist financing risks related to any 

new technologies prior to launch and take 

appropriate measures to manage and mitigate 

those risks;

• Whether you have in place policies, systems 

and controls appropriate to mitigate the risk 

of the business being used for the purposes 

of money laundering or terrorist financing. 

This risk-based approach should seek to 

mitigate the risks identified in the business’s 

risk assessment;

• How you will, with regard to the size 

and nature of its business, appoint an 

individual who is a member of the board 

or senior management to be responsible 

for compliance with the MLRs and the 

nominated officer. Please note that the 

nominated officer is also the person 

responsible for reporting suspicious activity 

to the National Crime Agency under part 7 

(money laundering) of the Proceeds of Crime 

Act 2002;

• How you will, where appropriate with regard 

to the size and nature of its business, establish 

an independent internal audit function with 

responsibility for examining and evaluating 

the adequacy and effectiveness of the 

policies, controls and procedures, and making 

recommendations, as well as monitoring the 

controls;

• How you will undertake screening of 

employees;

• How you will undertake customer due 

diligence when entering into a business 

relationship or occasional transactions;

• How does the Applicant apply more intrusive 

due diligence, known as enhanced due 

diligence, when dealing with customers who 

may present a higher ML/TF risk. This includes 

customers who meet the definition of a 

politically exposed person; and

• How you will undertake ongoing monitoring 

of all customers to ensure that transactions 

are consistent with the business’ knowledge 

of customer, the customer’s business and risk 

profile.

All information must be up-to-date, specific and 

fit for purpose.

We will need to be sure that we answer every 

question on the application form fully and 

provide all the information which the FCA asks 

for. An omission will result in further information 

requests, causing delays, while any continued 

failure to provide requested information may 

lead to the application being refused.
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Click here now to make it all work

Watch our introductory video

The Cummings Pepperdine Online Training 
Programme, includes sections focussing on the 
FCA’s regulation of cryptoasset businesses, has 
been designed by a specialist board of compliance 
consultants, solicitors, chartered accountants, tax 
advisors and regulatory consultants. We believe that 
we are the only firm which offers training created 
by this range of qualified advisors.

Cummings Pepperdine LLP - January 2022

We have taken great care to ensure the accuracy of this 

document. However, it is written in general terms, is for  

general guidance and does not constitute advice in any form. 

You are strongly recommended to seek specific advice before 

taking any action based on the information it contains. No 

responsibility can be taken for any loss arising from, action 

taken or refrained from on the basis of this publication.  

Nothing within this document may be copied, re-printed 

or similar without prior written permission from Cummings 

Pepperdine LLP.
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